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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are

members of ISO or IEC participate in the development of International Standards through technical

committees established by the respective organization to deal with particular fields of technical

activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives,

Part 3.

In the field of information technology, ISO and IEC have established a joint technical committee,

ISO/IEC JTC 1. Draft International Standards adopted by the joint technical committee are circulated

to national bodies for voting. Publication as an International Standard requires approval by at least

75 % of the national bodies casting a vote.

In exceptional circumstances, when a technical committee has collected data of a different kind from

that which is normally published as an International Standard ("state of the art", for example), it may

decide by a simple majority vote of its participating members to publish a Technical Report. A

Technical Report is entirely informative in nature and does not have to be reviewed until the data it

provides are considered to be no longer valid or useful.

Attention is drawn to the possibility that some of the elements of this part of ISO/IEC TR 13335 may

be the subject of patent rights. ISO and IEC shall not be held responsible for identifying any or all

such patent rights.

ISO/IEC TR 13335-4 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information

technology, Subcommittee SC 27, IT Security techniques.

ISO/IEC TR 13335 consists of the following parts, under the general title Information technology —

Guidelines for the management of IT Security:

� Part 1: Concepts and models for IT Security

� Part 2: Managing and planning IT Security

� Part 3: Techniques for the management of IT Security

� Part 4: Selection of safeguards

� Part 5: Safeguards for external connections
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Introduction

The purpose of this Technical Report (ISO/IEC TR 13335) is to provide guidance, not solutions, on

management aspects of IT security. Those individuals within an organization that are responsible for

IT security should be able to adapt the material in this report to meet their specific needs.

The main objectives of this Technical Report are:

� to define and describe the concepts associated with the management of IT security,

� to identify the relationships between the management of IT security and management of IT in

general,

� to present several models which can be used to explain IT security, and

� to provide general guidance on the management of IT security.

ISO/IEC TR 13335 is organized into five parts. Part 1 provides an overview of the fundamental

concepts and models used to describe the management of IT security. This material is suitable for

managers responsible for IT security and for those who are responsible for an organization's overall

security programme.

Part 2 describes management and planning aspects. It is relevant to managers with responsibilities

relating to an organization's IT systems. They may be:

� IT managers who have responsibility for overseeing the design, implementation, testing,

procurement, or operation of IT systems, or

� managers who are responsible for activities that make substantial use of IT systems.

Part 3 describes security techniques relevant to those involved with the management activities during a

project life-cycle, such as planning, designing, implementing, testing, acquisition, or operations.

Part 4 provides guidance for the selection of safeguards, and how this can be supported by the use of

baseline models and controls. It also describes how this complements the security techniques

described in part 3, and how additional assessment methods can be used for the selection of

safeguards.
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