INTERNATIONAL ISO/IEC
STANDARD 27031

First edition
2011-03-01

Information technology — Security
techniques — Guidelines for information
and communication technology
readiness for business continuity

Technologies de l'information — Techniques de sécurité — Lignes
directrices pour mise en état des technologies de la communication et
de l'information pour continuité des affaires

Reference number
ISO/IEC 27031:2011(E)

© ISO/IEC 2011

This is a preview. Click here to purchase the full publication.



https://www.normsplash.com/ISO/176252645/ISO-IEC-27031?src=spdf

ISO/IEC 27031:2011(E)

PDF disclaimer

This PDF file may contain embedded typefaces. In accordance with Adobe's licensing policy, this file may be printed or viewed but
shall not be edited unless the typefaces which are embedded are licensed to and installed on the computer performing the editing. In
downloading this file, parties accept therein the responsibility of not infringing Adobe's licensing policy. The ISO Central Secretariat
accepts no liability in this area.

Adobe is a trademark of Adobe Systems Incorporated.

Details of the software products used to create this PDF file can be found in the General Info relative to the file; the PDF-creation
parameters were optimized for printing. Every care has been taken to ensure that the file is suitable for use by ISO member bodies. In
the unlikely event that a problem relating to it is found, please inform the Central Secretariat at the address given below.

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2011

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form or by any means,
electronic or mechanical, including photocopying and microfilm, without permission in writing from either ISO at the address below or
ISO's member body in the country of the requester.

ISO copyright office

Case postale 56 ¢ CH-1211 Geneva 20
Tel. +412274901 11

Fax +41 2274909 47

E-mail copyright@iso.org

Web www.iso.org

Published in Switzerland

! This is a preview. Click here to purchase the full publication. !~ Allriants reserved



https://www.normsplash.com/ISO/176252645/ISO-IEC-27031?src=spdf

ISO/IEC 27031:2011(E)

Contents Page
L oL =V o o v
L X0 11T T o Vi
1 £ o o - S 1
2 NOIrMative refereNCEeS...... .. sme e ssmn e e s s s smnn e e e e e s e s s sn e e e e eeannnnnnns 1
3 Terms and defiNitioNs .........oooi e 2
4 N o o =T -1 o L= 3
5 L 1Y = - 3
5.1 The role of IRBC in Business Continuity Management............ccoociiniiimniniinennsss s e 3
5.2 The Principles of IRBC..........o e sms e s e ame e e s e e s s smmn e sa e mmmn e e e e s 5
5.3 The Elements Of IRBC ... e e e e e s s s e s smr e s s s e s smn e e s smn e e e s smmn e e s amn e e smme e e e smnnes 6
5.4 Outcomes and benefits of IRBC ... e s s s s s e e e e e s 7
5.5 Establishing IRBC ... ieirerrrcsir e e ss e e sess s s ssssse e s es s e sn s e ea s ane e eenssmn e e ensnsenssnnenanssnnenans 7
5.6 Using Plan Do Check Act to establish IRBC..............ccccoomiimiiiicccererr e scssser e sssse e e s s snnns 8
5.7 Management ReSPONSIDIlity ........cccccciiiiiiiii s s 8
5.7.1 Management leadership and commitment.............cccoomiiiiiiccccccmrirr e e 8
LI 7 1 4= T O o 11 PSRRI 8
6 L= T O o =T T 11 4T 9
6.1 L7 4 =T - 9
6.2 =T o T o= 9
L 07 I € 7Y o= - | 9
6.2.2 Competency of IRBC staff ... ————— 9
6.3 [ 1= 1 a1 e T =T LT T =T 4 0 T=T o 10
0 R T €11 4 =Y - | 10
6.3.2 Understanding CriticCal ICT SEIVICES ........ccccvreeeiirrrerierrrrsre s rrssee e rsss e s e smr e e s ssn e e s s e e eensne e e enssnenans 10
6.3.3 Identifying gaps between ICT Readiness capabilities and business continuity

L= o [0 LT =T 3 0= 1 PSP 10
6.4 Determining IRBC Strategy OPtioNS........cciiccccciimiiiiiissccceeerr s sssss s s e s s s sssss s e e s ssssssssnmesesssesnn 1
0 N O € 7Y o = - | 1
6.4.2 IRBC Strategy OPtioNns........ccicciiiiiiniiiiiiiir it s 1
6.5 £ 11X 5 SRS 14
6.6 Enhancing IRBC Capability ..........ccccuciimminniimmisiss s ase s 14
6.6.1 Enhancing ReSIlIENCE ........cccoivciiiiiiii i ———— 14
6.7 ICT Readiness Performance Criteria..........oocc i 15
6.7.1 Identification of performance Criteria.........cccccoiiieccicriiii s 15
7 Implementation and OPeration ... e n e s nn 15
71 (7= o 1= - | 15
7.2 Implementing the Elements of the IRBC Strategies .........ccccccririiiciieemminin s sssee e e 15
7.21 Awareness, Skills and KNOWIEdgEe ..........iiiiiiiiccciiecriiriiissssssssee s s s s s s sssss s s s s s s s s ssmsss s e s e sessssssmnnnees 15
A0 - T | 11 1= 16
4% T =Y o7 3T 1o Lo 16
0 T | < S 16
7 T S o T =T - 17
A7 T 1 o =Y 17
7.3 LT =Y o A == o Lo T T 17
7.4 IRBC Plan DOCUMENLES.........uueeiiiiiiiiiiinmnr e s s s e s s s sssms s e e s e e s smmmse s e s s easa e smmmnee e s esaaasnnnn e e essanan 17
45 TR €T 4 Y - 17
7.4.2 Content of Plan DOCUMENLS ........cooccociiiiiecirrnrscreeesssreress s e s ss e e ssssss e es s n e ee s me e sesssneenenssnnesnnssnnenans 18
7.4.3 The ICT Response and Recovery Plan Documentation ...........ccccccimiireemmnncsmensssscessssseeesessmeeens 19
© ISO/IEC 2011 — All iii

This is a preview. Click here to purchase the full publication.



https://www.normsplash.com/ISO/176252645/ISO-IEC-27031?src=spdf

ISO/IEC 27031:2011(E)

7.5 Awareness, competency and training Program ............ccceveeieeerssessssssseserssessrssersrssss .. 20
7.6 DOCUMENT CONLIOL.......cieeeiiiiieiiiiie e rees e rrss s rrsssss s resssstransssraasssssransssssensssrranssssrensssssennnsssrennnsnnnen 21
7.6.1  CoONLrol Of IRBC FECOIAS....cccuuiiiieeiiiiieiiiieesiiisesssiressssrrassssrrssssssrssssssrensssssesnssssenssssssensssssennssssssnnnsnnnen 21
7.6.2 Control of IRBC doCUMENtatioN .......ccc.iiiiieiiiiieiiiieiiiireeiirsssssrrssss s rsns s s ressssssensssssrensssssensssresnnssnnnen 21
8 1Y oY g 10T =1 g Lo 0 20N/ = 21
8.1 Maintaining IRBC ... —————— 21
20 e T €T o - - | 21
8.1.2 Monitoring, detection and analysis of threats..........ccccecccmrrrcccrin e 22
2 T T = Y3 =Y g Lo == o == 22
8.2 IRBC INterNal AUdit......ccuuuiiiiiiiiiiieiiiiiiiessssesisirersssssss e rrsssssssss s s nssssssssreesssnsssssssreessnsssnssssssssessnns 26
8.3 1B T F= T 1= 4 =T oL = =S 26
0 T I €T 1= - | S 26
8.3.2  REVIEW INPUL ... i rr e re s s sms s e e e s s s s mmsn e e e e e sa s s sams e e e e eesas s ssnmsneeseesanssnnnnnenssnnnsnsnnnnn 27
8.3.3  ReVIEW OULPUL ... s s ms e e s e s s s s smme e s e s s e smmn e e e e eesan s aneeeessanssssnnnnes 27
8.4 Measurement of ICT Readiness Performance Criteria.......cccccccovviiiiremeciiiiiiineeceesireeresesssssssseseeeeees 28
8.4.1 Monitoring and measurement of ICT ReadinesSs.......ccccccviiiicriimmmnniinisscssmsrrr e 28
8.4.2 Quantitative and Qualitative Performance Criteria .........cccccciiiimmiiiiimeiiinesnssssssrssssssssssssssssssseens 28
9 LR =T O 13 0T o oY= 4T 4 28
9.1 Continual IMProVEMEN...........eee e ms e s e e e e s smmnn e e e s 28
9.2 {00 Y =Yo3 (Y= 3= 12 4 oY T 28
9.3 g =3V =Y 1 Y= 3- e 4 oY o 29
Annex A (informative) IRBC and milestones during a disruption............ccccccmmiiriiccccsecrren s sssccsssceeeeeees s 30
Annex B (informative) High availability embedded system ..o 32
Annex C (informative) Assessing Failure SCeNarios..........cccccceeiiimiiiiiiccssecrrrr s e ssmse e snaes 33
Annex D (informative) Developing Performance Criteria..........cccoocmiiriicniiniinnncn e 35
271 o1 e =T ] 1 17/ 36
iv 1 — All rights reserved

This is a preview. Click here to purchase the full publication.



https://www.normsplash.com/ISO/176252645/ISO-IEC-27031?src=spdf

ISO/IEC 27031:2011(E)

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with ISO and IEC, also take part in the work. In the field of information
technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.
The main task of the joint technical committee is to prepare International Standards. Draft International
Standards adopted by the joint technical committee are circulated to national bodies for voting. Publication as

an International Standard requires approval by at least 75 % of the national bodies casting a vote.

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights.

ISO/IEC 27031 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 27, IT Security techniques.
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Introduction

Over the years, information and communication technology (ICT) has become an integral part of many of the
activities which are elements of the critical infrastructures in all organizational sectors, whether public, private
or voluntary. The proliferation of the Internet and other electronic networking services, and today's capabilities
of systems and applications, has also meant that organizations have become ever more reliant on reliable,
safe and secure ICT infrastructures.

Meanwhile, the need for business continuity management (BCM), including incident preparedness, disaster
recovery planning, and emergency response and management, has been recognized and supported with
specific domains of knowledge, expertise, and standards developed and promulgated in recent years,
including the BCM International Standard developed by ISO/TC 223.

NOTE ISO/TC 223 is in the process of developing a relevant business continuity management International Standard
(1ISO 22301).

Failures of ICT services, including the occurrence of security issues such as systems intrusion and malware
infections, will impact the continuity of business operations. Thus managing ICT and related continuity and
other security aspects form a key part of business continuity requirements. Furthermore, in the majority of
cases, the critical business functions that require business continuity are usually dependent upon ICT. This
dependence means that disruptions to ICT can constitute strategic risks to the reputation of the organization
and its ability to operate.

ICT readiness is an essential component for many organizations in the implementation of business continuity
management and information security management. As part of the implementation and operation of an
information security management system (ISMS) specified in ISO/IEC 27001 and business continuity
management system (BCMS) respectively, it is critical to develop and implement a readiness plan for the ICT
services to help ensure business continuity.

As a result, effective BCM is frequently dependent upon effective ICT readiness to ensure that the
organization's objectives can continue to be met in times of disruptions. This is particularly important as the
consequences of disruptions to ICT often have the added complication of being invisible and/or difficult to
detect.

In order for an organization to achieve ICT Readiness for Business Continuity (IRBC), it needs to put in place
a systematic process to prevent, predict and manage ICT disruption and incidents which have the potential to
disrupt ICT services. This can be best achieved by applying the Plan-Do-Check-Act (PDCA) cyclical steps as
part of a management system in ICT IRBC. In this way IRBC supports BCM by ensuring that the ICT services
are as resilient as appropriate and can be recovered to pre-determined levels within timescales required and
agreed by the organization.

Table 1 — Plan-Do-Check-Act cycle in IRBC

Plan Establish IRBC policy, objectives, targets, processes and procedures relevant
to managing risk and improving ICT readiness to deliver results in accordance
with an organization's overall business continuity policies and objectives.

Do Implement and operate the IRBC policy, controls, processes and procedures.

Check Assess and, where applicable, measure process performance against IRBC
policy, objectives and practical experience, and report the results to
management for review.

Act Take corrective and preventive actions, based on the results of the
management review, to achieve continual improvement of the IRBC.
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