INTERNATIONAL ISO
STANDARD 28000

Second edition
2022-03

Security and resilience —
Security management systems —
Requirements

Reference number

AN 1SO 28000:2022(E)

ISO

A/

This is a preview. Click here to purchase the full publication. ©150 2022



https://www.normsplash.com/ISO/144525975/ISO-28000?src=spdf

IS0 28000:2022(E)

COPYRIGHT PROTECTED DOCUMENT

© 1502022

All rights reserved. Unless otherwise specified, or required in the context of its implementation, no part of this publication may
be reproduced or utilized otherwise in any form or by any means, electronic or mechanical, including photocopying, or posting on
the internet or an intranet, without prior written permission. Permission can be requested from either ISO at the address below
or ISO’s member body in the country of the requester.

ISO copyright office

CP 401 o Ch. de Blandonnet 8

CH-1214 Vernier, Geneva
Phone: +41 22 749 01 11
Email: copyright@iso.org
Website: www.iso.org

Published in Switzerland

ii

This is a preview. Click here to purchase the full publication.

- All rights reserved



https://www.normsplash.com/ISO/144525975/ISO-28000?src=spdf

ISO 28000:2022(E)

Contents Page
FFOT@WOTM........cccccccovvvreveie e85 5888585585555 \%
IIMEIOMUICTION ..ot e85 8 8 8 58 vi
1 SCOPI@ ...k 1
2 NOTIIMATIVE FEEETEIICES ........oocccoooeeee et 1
3 Terms and AefiNETIONIS .............ooo e 1
4 Context of the Organization ...
4.1 Understanding the organization and its conteXt ...
4.2 Understanding the needs and expectations of interested parties
A2 0 GEIETAL oo e
4.2.2 Legal, regulatory and other reqUIrements ...
4.2.3 Principles
4.3  Determining the scope of the security management SYSteML...........rsrirscsseesnrins

4.4 Security ManagemMENt SYSTEIML. ...t

5 Leadership..........sn
5.1 Leadership and commitment..
5.2 Security poliCy ..
5.2.1 Establishing the SeCUrity POLICY ...
5.2.2  Security poliCy rE€QUITEIMENTS ...
5.3 Roles, responsibilities and aUthOTTEIES ...
6 PLATIIMIIIG ...t
6.1 Actions to address risks and opportunities
6.1.1  GEINETAL .o
6.1.2 Determining security-related risks and identifying opportunities ................... 9
6.1.3 Addressing security-related risks and exploiting opportunities
6.2 Security objectives and planning to achieve them ...
6.2.1 Establishing security objectives
6.2.2 Determining security objectives
6.3 Planning Of CHANZES ...
7 SUPPOT T ...t
7.1 RESOUITCES ..ooooo etk
7.2 COMMUPEEETIICE ...t
7.3 AWATEINESS. ..o
7.4 CoMMUNICATION ..o
7.5 Documented information..........cnnn
7.5 1 GeNETAl ..o
7.5.2  Creating and updating documented information.
7.5.3  Control of documented iNformation ...
8 OPEIATIONL ..o
8.1 Operational planning and CONEIOL ...t
8.2 Identification of processes and activities
8.3 Risk assessment and treatment ...
8.4 070 1 0 £
8.5 Security strategies, procedures, processes and treatments ...
8.5.1 Identification and selection of strategies and treatments
8.5.2  RESOUICE F@QUITEIMIEIIES ...
8.5.3 Implementation Of trEAtMENTS ...
8.6 Security plans. ..
8.6.1 General......
8.6.2 Response structure
8.6.3 Warning and communication
8.6.4 Content of the security plans
© 1S0 2022 - All rig iii

This is a preview. Click here to purchase the full publication.



https://www.normsplash.com/ISO/144525975/ISO-28000?src=spdf

ISO 28000:2022(E)

8.6.5 Recovery

9 Performance evaluation
9.1 Monitoring, measurement, analysis and evaluation ..., 16
9.2 Internal audit
0.2.1  GIEIAL oo
9.2.2  Internal aQudit PrOZIaAMIMIE ...t
9.3 Management review ...
9.3.1  General ..,
9.3.2 Managementreview inputs....
9.3.3 Management review results
10 TIMPIOVEIMIETIL.........ooooii s
10.1  Continual improvement.............c
10.2 Nonconformity and corrective action
BIDIIOGIAPIIY ... 20
iv - All rights reserved

This is a preview. Click here to purchase the full publication.



https://www.normsplash.com/ISO/144525975/ISO-28000?src=spdf

	Foreword 

