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A comma is used as the decimal marker. 
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European foreword 

The text of ISO/IEC 27040:2015 has been prepared by Technical Committee ISO/IEC JTC 1 “Information 

technology” of the International Organization for Standardization (ISO) and the International 

Electrotechnical Commission (IEC) and has been taken over as EN ISO/IEC 27040:2016. 

This European Standard shall be given the status of a national standard, either by publication of an 

identical text or by endorsement, at the latest by February 2017, and conflicting national standards 

shall be withdrawn at the latest by February 2017. 

Attention is drawn to the possibility that some of the elements of this document may be the subject of 

patent rights. CEN [and/or CENELEC] shall not be held responsible for identifying any or all such patent 

rights. 

According to the CEN-CENELEC Internal Regulations, the national standards organizations of the 

following countries are bound to implement this European Standard: Austria, Belgium, Bulgaria, 

Croatia, Cyprus, Czech Republic, Denmark, Estonia, Finland, Former Yugoslav Republic of Macedonia, 

France, Germany, Greece, Hungary, Iceland, Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta, 

Netherlands, Norway, Poland, Portugal, Romania, Slovakia, Slovenia, Spain, Sweden, Switzerland, 

Turkey and the United Kingdom. 

Endorsement notice 

The text of ISO/IEC 27040:2015 has been approved by CEN as EN ISO/IEC 27040:2016 without any 

modification. 
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ForewordISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission) form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC participate in the development of International Standards through technical committees established by the respective organization to deal with particular fields of technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the work. In the field of information technology, ISO and IEC have established a joint technical committee, 
ISO/IEC JTC 1.The procedures used to develop this document and those intended for its further maintenance are described in the ISO/IEC Directives, Part 1.  In particular the different approval criteria needed for the different types of document should be noted.  This document was drafted in accordance with the editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).  Attention is drawn to the possibility that some of the elements of this document may be the subject of patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights.  Details of any patent rights identified during the development of the document will be in the Introduction and/or on the ISO list of patent declarations received (see www.iso.org/patents). Any trade name used in this document is information given for the convenience of users and does not constitute an endorsement.For an explanation on the meaning of ISO specific terms and expressions related to conformity assessment, as well as information about ISO’s adherence to the WTO principles in the Technical Barriers to Trade (TBT) see the following URL:  Foreword - Supplementary informationThe committee responsible for this document is ISO/IEC JTC 1, Information technology, SC 27, Security 
techniques.
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IntroductionMany organizations face the challenge of implementing data protection and security measures to meet a wide range of requirements, including statutory and regulatory compliance. Too often the security associated with storage systems and infrastructure has been missed because of misconceptions and limited familiarity with the storage technology, or in the case of storage managers and administrators, a limited understanding of the inherent risks or basic security concepts. The net result of this situation is that digital assets are needlessly placed at risk of compromise due to data breaches, intentional corruption, being held hostage, or other malicious events.Data storage has matured in an environment where security has been a secondary concern due to its historical reliance on isolated connectivity, specialized technologies, and the physical security of data centres. Even as storage connectivity evolved to use technologies such as storage protocols over Transmission Control Protocol/Internet Protocol (TCP/IP), few users took advantage of either the inherent security mechanisms or the recommended security measures.This International Standard provides guidelines for storage security in an organization, supporting in particular the requirements of an Information Security Management System (ISMS) according to ISO/IEC 27001. This International Standard recommends the information security risk management approach as defined in ISO/IEC 27005. It is up to the organization to define their approach to risk management, depending for example on the scope of the ISMS, context of risk management, or industry sector. A number of existing methodologies can be used under the framework described in this International Standard to implement the requirements of an ISMS.This International Standard is relevant to managers and staff concerned with information security risk management within an organization and, where appropriate, external parties supporting such activities.The objectives for this International Standard are the following:— help draw attention to the risks;— assist organizations in better securing their data when stored;— provide a basis for auditing, designing, and reviewing storage security controls.It is emphasized that ISO/IEC 27040 provides further detailed implementation guidance on the storage security controls that are described at a basic standardized level in ISO/IEC 27002.It should be noted that this International Standard is not a reference or normative document for regulatory and legislative security requirements. Although it emphasizes the importance of these influences, it cannot state them specifically, since they are dependent on the country, the type of business, etc.
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1 ScopeThis International Standard provides detailed technical guidance on how organizations can define an appropriate level of risk mitigation by employing a well-proven and consistent approach to the planning, design, documentation, and implementation of data storage security. Storage security applies to the protection (security) of information where it is stored and to the security of the information being transferred across the communication links associated with storage. Storage security includes the security of devices and media, the security of management activities related to the devices and media, the security of applications and services, and security relevant to end-users during the lifetime of devices and media and after end of use.Storage security is relevant to anyone involved in owning, operating, or using data storage devices, media, and networks. This includes senior managers, acquirers of storage product and service, and other non-technical managers or users, in addition to managers and administrators who have specific responsibilities for information security or storage security, storage operation, or who are responsible for an organization’s overall security program and security policy development. It is also relevant to anyone involved in the planning, design, and implementation of the architectural aspects of storage network security.This International Standard provides an overview of storage security concepts and related definitions. It includes guidance on the threat, design, and control aspects associated with typical storage scenarios and storage technology areas. In addition, it provides references to other International Standards and technical reports that address existing practices and techniques that can be applied to storage security.
2 Normative referencesThe following documents, in whole or in part, are normatively referenced in this document and are indispensable for its application. For dated references, only the edition cited applies. For undated references, the latest edition of the referenced document (including any amendments) applies.
ITU-T Y.3500 | ISO/IEC 17788:2014, Information technology — Cloud computing — Overview and vocabularyISO/IEC 27000, Information technology — Security techniques — Information security management 
systems — Overview and vocabularyISO/IEC 27001:2013, Information technology — Security techniques — Information security management 
systems — RequirementsISO/IEC 27005, Information technology — Security techniques — Information security risk management

3	 Terms	and	definitionsFor the purposes of this document, the terms and definitions given in ISO/IEC 27000, ISO/IEC 27005, and the following apply.
3.1
blockunit in which data is stored (3.50) and retrieved on disk and tape devices (3.14)
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3.2
clear
sanitize (3.38) using logical techniques on data in all user-addressable storage locations for protection against simple non-invasive data recovery techniques using the same interface available to the user
3.3
compressionprocess of removing redundancies in digital data to reduce the amount that should be stored (3.50) or transmitted[SOURCE: ISO/TR 12033:2009, 3.1]Note 1 to entry: For storage (3.43), lossless compression (i.e., compression using a technique that preserves the entire content of the original data, and from which the original data can be reconstructed exactly) is required.
3.4
cryptographic erase
method of sanitization (3.37) in which the encryption key for the encrypted target data (3.52) is sanitized 
(3.38), making recovery of the decrypted target data (3.52) infeasible
3.5
cryptoperioddefined period of time during which a specific cryptographic key is authorized for use, or during which time the cryptographic keys in a given system can remain in effect[SOURCE: ISO 16609:2004, 3.9]
3.6
data at restdata stored (3.50) on stable non-volatile storage (3.30)

3.7
data breachcompromise of security that leads to the accidental or unlawful destruction (3.13), loss, alteration, unauthorized disclosure of, or access to protected data transmitted, stored (3.50), or otherwise processed
3.8
data in motiondata being transferred from one location to anotherNote 1 to entry: These transfers typically involve interfaces that are accessible and do not include internal transfers (i.e., never exposed to outside of an interface, chip, or device).
3.9
data integrityproperty that data has not been altered or destroyed in an unauthorized manner[SOURCE: ISO 7498-2:1989, 3.3.21]
3.10
deduplication
method of reducing storage (3.43) needs by eliminating redundant data, which is replaced with a pointer to the unique data copyNote 1 to entry: Deduplication is sometimes considered a form of compression (3.3).

3.11
degaussrender data unreadable by applying a strong magnetic field to the media
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3.12
destruct
sanitize (3.38) using physical techniques that make recovery infeasible using state of the art laboratory techniques and results in the subsequent inability to use the media for storage (3.43) of dataNote 1 to entry: Disintegrate (3.15), incinerate (3.21), melt (3.25), pulverize (3.34), and shred (3.41) are destruct 
forms of sanitization (3.37).

3.13
destructionresult of actions taken to ensure that media cannot be reused as originally intended and that information is virtually impossible or prohibitively expensive to recover
3.14
devicemechanical, electrical, or electronic contrivance with a specific purpose[SOURCE: ISO/IEC 14776-372:2011, 3.1.10]
3.15
disintegrate
destruct (3.12) by separating media into its component parts
3.16
Electronically Stored Informationdata or information of any kind and from any source, whose temporal existence is evidenced by being 
stored (3.50) in, or on, any electronic mediumNote 1 to entry: Electronically Stored Information (ESI) includes traditional e-mail, memos, letters, spreadsheets, databases, office documents, presentations, and other electronic formats commonly found on a computer. ESI also includes system, application, and file-associated metadata (3.26) such as timestamps, revision history, file type, etc.Note 2 to entry: Electronic medium can take the form of, but is not limited to, storage devices (3.45) and storage 
elements (3.47).

3.17
Fibre Channelserial I/O interconnect capable of supporting multiple protocols, including access to open system storage 
(3.43), access to mainframe storage (3.43), and networkingNote 1 to entry: Fibre Channel supports point to point, arbitrated loop, and switched topologies with a variety of copper and optical links running at speeds from 1 gigabit per second to over 10 gigabits per second.
3.18
Fibre Channel Protocolserial Small Computer System Interface (SCSI) transport protocol used on Fibre Channel (3.17) 
interconnects

3.19
gateway
device (3.14) that converts a protocol to another protocol
3.20
in-bandcommunication or transmission that occurs within a previously established communication method or channelNote 1 to entry: The communications or transmissions often take the form of a separate protocol, such as a management protocol over the same medium as the primary data protocol.
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