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European foreword 

The text of ISO/IEC 27037:2012 has been prepared by Technical Committee ISO/IEC JTC 1 “Information 

technology” of the International Organization for Standardization (ISO) and the International 

Electrotechnical Commission (IEC) and has been taken over as EN ISO/IEC 27037:2016. 

This European Standard shall be given the status of a national standard, either by publication of an 

identical text or by endorsement, at the latest by February 2017, and conflicting national standards 

shall be withdrawn at the latest by February 2017. 

Attention is drawn to the possibility that some of the elements of this document may be the subject of 

patent rights. CEN [and/or CENELEC] shall not be held responsible for identifying any or all such patent 

rights. 

According to the CEN-CENELEC Internal Regulations, the national standards organizations of the 

following countries are bound to implement this European Standard: Austria, Belgium, Bulgaria, 

Croatia, Cyprus, Czech Republic, Denmark, Estonia, Finland, Former Yugoslav Republic of Macedonia, 

France, Germany, Greece, Hungary, Iceland, Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta, 

Netherlands, Norway, Poland, Portugal, Romania, Slovakia, Slovenia, Spain, Sweden, Switzerland, 

Turkey and the United Kingdom. 

Endorsement notice 

The text of ISO/IEC 27037:2012 has been approved by CEN as EN ISO/IEC 27037:2016 without any 

modification. 

 

BS EN ISO/IEC 27037:2016
EN ISO/IEC 27037:2016 (E)

https://www.normsplash.com/BSI/153616621/BS-EN-ISO-IEC-27037?src=spdf
http://dx.doi.org/10.3403/30207800
http://dx.doi.org/10.3403/30207800


BS ISO/IEC 27037:2012

ISO/IEC 27037:2012(E) 

© ISO/IEC 2012 � All rights reserved iii
 

Contents Page 

Foreword ............................................................................................................................................................. v 

Introduction ...................................................................................................................................................... vi 

1 Scope ..................................................................................................................................................... 1 

2 Normative reference ............................................................................................................................ 1 

3 Terms and definitions ......................................................................................................................... 2 

4 Abbreviated terms ............................................................................................................................... 4 

5 Overview ................................................................................................................................................ 6 
5.1 Context for collecting digital evidence ........................................................................................... 6 
5.2 Principles of digital evidence ............................................................................................................ 6 
5.3 Requirements for digital evidence handling .................................................................................. 6 
5.3.1 General................................................................................................................................................... 6 
5.3.2 Auditability ............................................................................................................................................ 7 
5.3.3 Repeatability ......................................................................................................................................... 7 
5.3.4 Reproducibility ..................................................................................................................................... 7 
5.3.5 Justifiability .......................................................................................................................................... 7 
5.4 Digital evidence handling processes .............................................................................................. 8 
5.4.1 Overview ................................................................................................................................................ 8 
5.4.2 Identification ......................................................................................................................................... 8 
5.4.3 Collection .............................................................................................................................................. 9 
5.4.4 Acquisition ............................................................................................................................................ 9 
5.4.5 Preservation........................................................................................................................................ 10 

6 Key components of identification, collection, acquisition and preservation of digital 
evidence .............................................................................................................................................. 10 

6.1 Chain of custody ................................................................................................................................ 10 
6.2 Precautions at the site of incident ................................................................................................. 11 
6.2.1 General................................................................................................................................................. 11 
6.2.2 Personnel ............................................................................................................................................ 11 
6.2.3 Potential digital evidence ................................................................................................................ 12 
6.3 Roles and responsibilities ............................................................................................................... 12 
6.4 Competency ........................................................................................................................................ 13 
6.5 Use reasonable care ......................................................................................................................... 13 
6.6 Documentation ................................................................................................................................... 14 
6.7 Briefing ................................................................................................................................................ 14 
6.7.1 General................................................................................................................................................. 14 
6.7.2 Digital evidence specific .................................................................................................................. 14 
6.7.3 Personnel specific ............................................................................................................................. 15 
6.7.4 Real-time incidents ........................................................................................................................... 15 
6.7.5 Other briefing information ............................................................................................................... 15 
6.8 Prioritizing collection and acquisition .......................................................................................... 16 
6.9 Preservation of potential digital evidence .................................................................................... 17 
6.9.1 Overview .............................................................................................................................................. 17 
6.9.2 Preserving potential digital evidence ............................................................................................ 17 
6.9.3 Packaging digital devices and potential digital evidence ......................................................... 17 
6.9.4 Transporting potential digital evidence ........................................................................................ 18 

7 Instances of identification, collection, acquisition and preservation .................................... 19 
7.1 Computers, peripheral devices and digital storage media ....................................................... 19 
7.1.1 Identification ....................................................................................................................................... 19 
7.1.2 Collection ............................................................................................................................................ 21 

BS EN ISO/IEC 27037:2016

ISO/IEC 27037:2012(E)

https://www.normsplash.com/BSI/153616621/BS-EN-ISO-IEC-27037?src=spdf


BS ISO/IEC 27037:2012

ISO/IEC 27037:2012(E) 

iv © ISO/IEC 2012 � All rights reserved

 

7.1.3 Acquisition ..........................................................................................................................................25 
7.1.4 Preservation ........................................................................................................................................29 
7.2 Networked devices ............................................................................................................................29 
7.2.1 Identification .......................................................................................................................................29 
7.2.2 Collection, acquisition and preservation ......................................................................................31 
7.3 CCTV collection, acquisition and preservation ...........................................................................33 

Annex A (informative)  DEFR core skills and competency description ...................................................35 

Annex B (informative)  Minimum documentation requirements for evidence transfer .....................37 

Bibliography ....................................................................................................................................................38 
 

BS EN ISO/IEC 27037:2016

ISO/IEC 27037:2012(E)

https://www.normsplash.com/BSI/153616621/BS-EN-ISO-IEC-27037?src=spdf


BS ISO/IEC 27037:2012

ISO/IEC 27037:2012(E) 

© ISO/IEC 2012 � All rights reserved v
 

Foreword 

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical 
Commission) form the specialized system for worldwide standardization. National bodies that are members of 
ISO or IEC participate in the development of International Standards through technical committees 
established by the respective organization to deal with particular fields of technical activity. ISO and IEC 
technical committees collaborate in fields of mutual interest. Other international organizations, governmental 
and non-governmental, in liaison with ISO and IEC, also take part in the work. In the field of information 
technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1. 

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2. 

The main task of the joint technical committee is to prepare International Standards. Draft International 
Standards adopted by the joint technical committee are circulated to national bodies for voting. Publication as 
an International Standard requires approval by at least 75 % of the national bodies casting a vote. 

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent 
rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights. 

ISO/IEC 27037 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology, 
Subcommittee SC 27, IT Security techniques. 
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