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CA = corrective action

CAQ = condition adverse to quality

EOC = extent of condition

SCAQ = significant condition adverse to quality

400 MANAGEMENT INVOLVEMENTAppropriate levels of management should be involvedin the corrective action process, and their roles andresponsibilities should be documented.
500 PROCESS CHARTFigure 300 of this Subpart depicts the flow of activitiesthrough the basic elements described in sections 300 and400 of this Subpart. The logic process illustrates a typicalcorrective action program and is provided for guidanceand illustration only.
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SUBPART 3.1-16.2
Implementing Guidance for Part I, Requirement 16: Trend

Analysis

100 GENERALThis Subpart provides nonmandatory guidance ontrend analysis of conditions adverse to quality andother indications of quality. This guidance intends toaid in the prompt identification and correction of condi-tions adverse to quality that may not be readily apparentwithout a more thorough analysis. The guidance includesinformation on data collection methods, cause coding,trend thresholds, analysis frequency, reporting, andactions to address adverse trends. This guidance is notrelated to identifying metrics, collecting performancedata, and determining trends related to process improve-ments in manufacturing or system performance.Implementation of a process to evaluate assessmentreports, issues, and conditions adverse to qualityincreases the probability of identifying conditionsadverse to quality that otherwise may remain undiscov-ered.
200 DEFINITIONSThe following terms are used in this Subpart.
adverse trend: conditions adverse to quality that are of arepetitive nature and/or number that exceeds an estab-lished criteria or threshold, taking into consideration timeframes and significance levels. General examples include

(a) recurring conditions adverse to quality that appearto be related to a common cause, or are of a like nature andare identified in multiple work activities
(b) increasing number of conditions adverse to qualitythat are not expected because of new or special workprograms or increased quality verification activities
(c) conditions adverse to quality that are of a program-matic nature and apparently not limited to a specific or-ganization

trend: a variable’s tendency over time to increase,decrease, or remain unchanged; a pattern of events, inci-dents, items, activities, processes, corrective actions, orcauses reflected by corrective action program data,reported nonconformances, and/or other applicablequality data. A trend could be either negative or positive.

trendanalysis:aprocess todetect recurrenceof conditionsadverse to quality, as well as the relationship or similaritybetween different conditions in order to assure adversetrends that could result in a significant condition adverseto quality are identified and evaluated for appropriatecorrection (NEI 08-02).
300 TRENDING PROGRAMA trending program should be developed and imple-mented to identify adverse trends or issues significantto quality (such as repetitive failures or process weak-nesses). This review should be conducted to identifygeneric issues and vulnerabilities before significant prob-lems result. Management personnel responsible for thework activities should be responsible for identificationof thresholds for trending to determine the presence ofadverse trends, repetitive failures, process weaknesses,or other indicators of extent of cause or conditionbeyond the immediate problem identified. To identifypatterns that warrant broad corrective actions, trendingcould also be accomplished using detailed codes and dataanalysis techniques for certain work processes.Adverse trends should be reported to managementresponsible for the work process and documented inaccordance with the organization’s corrective actionprogram. Management should provide oversight of thetrending process to assure the process is properly imple-mented. Each organization that implements a trendingprogram should develop process that addresses thefollowing basic elements:

(a) Determine what quality data to collect and how tocollect it.
(b) Using an organization-specific definition of trend,create thresholds or minimum/maximum values thatrequire more detailed analysis to determine if a trendexists.
(c) Identify trend analysis expectations and reportingtime frames.
(d) Define the trend analysis techniques; considerusing root-cause analysis techniques and qualifiedanalysts.
(e) Document procedural steps for the data collectionandanalysis process, and include theminimal informationto include in trend analysis reports.
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(f) Define steps to take upon identification of a poten-tial or adverse quality trend, including allowing for moreanalysis before declaring that a potential trend is anadverse trend.
400 DATA COLLECTION

401 Program and Preparation for Effective
TrendingThe organizations responsible for trend analysis shouldtake the following steps to develop a trending program:

(a) Determine the data to be trended. First determinewhat data are available by taking into considerationbenchmarking, or consulting with other similar organiza-tions/entities to identify potential data to collect.
(b) Identify data sources. Typical sources used in trendanalysis processes are conditions adverse to quality, suchas audit findings, corrective action reports, nonconfor-mance reports, occurrences, and supplier issues. Othersources that may not specifically identify adversequality items but could provide early indication of poten-tial issues or future issues include independent andmanagement assessment reports, work travelers, soft-ware trouble logs, and/orperiodic reports tomanagement(e.g., progress reports where information is provided tomanagement on impediments to completing tasks).

(1) Although corrective action reports and noncon-formance reports typicallyprovide specificdataon itemorcondition and may provide cause information, additionalbackground information might need to be researched.Additional information such as location, organization,event or issue codes, and/or cause codes, can behelpful in sorting and evaluating information fortrends. If this information is not available in a deficiencydatabase (or similar), then a more detailed review of thedeficiency reports is needed to collect this data for use intrending.
(2) Although the primary driver for trend analysis isfor the discovery of adverse trends, review of data and theidentificationof potential positive trendsmay aid indeter-mining corrective action effectiveness.
(3) Traditionally, trend data is based on audit find-ings, corrective action reports, and nonconformancereports. The review of assessment reports and similarreports may identify data that could be potentialissues, such as observations and recommendations thatdo not, at the time, meet the definition of a finding/noncompliance but could provide insight into the imple-mentation of a program and aid in determining adversetrends.

402 Data Collection Sources and MethodsNonconformance reports, corrective action reports,audit findings, and similar issue systems are thetypical resources of trend input data; however, informa-

tion from other systems should also be considered (e.g.,occurrence reports, health and safety issue reporting, testor inspection defect reports, assessment reports, and/ornontraditional issue information). A systemof trend codesshould be developed and disseminated to provide consis-tent and clearly defined sets of codes. Trend codes shouldinclude both cause codes and event codes. Since thesecodes are normally entered by a human, reassessmentof the codes may be needed during trend analysis toensure that the codesusedaresupportedby the issuedata.Although raw information from these sources can beused in the trending process, providing additional infor-mation to aid in sorting the issues could result in a moreeffective and efficient trend analysis process. Thefollowing additional sorting categories should be consid-ered:
(a) organization
(b) process/procedure
(c) locations
(d) dates/times

500 TREND ANALYSIS PROCESS

501 Graded Approach to TrendingOne type or technique of trending may not be practicalfor all conditions or organizations. Therefore, a thoughtfulapproach to trending, which takes into consideration re-quirements and/or industry best practices, should beimplemented by each organization performing trendanalysis. Organizations developing a trend analysisprogram should consider a graded approach thatconsiders risk as related to the formality of trend analysisperformance, the identificationof trends, andactions tobetaken when potential and adverse trends are found.
502 Trend Analysis Staff and TeamsAnalysts performing trending should have appropriatetraining and skills. In addition to understanding thetrending process and procedures, personnel performingtrending should have an understanding of the data beingtrended, corrective action processes, and cause-analysistechniques. Skills or training in statistics and Six Sigmaprocesses may be useful.
503 Data Sorting and CategorizationTrend analysis should be performed on a regular basis,using consistent staff whenever possible, and supple-mented as needed by subject matter experts. Considera-tion should be given to using analysis teams that includerepresentatives from a standard set of disciplines ormanagement representatives.The end result of the quantitative and qualitativeanalysis of the data should be the confirmation that anadverse trend does or does not exist. When an adversetrend is identified, an analysis of its significance should
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be performed. Trend analysis may also identify potentialtrends requiring further investigation or continuedmoni-toring.
(a) Analytic tools should be considered and used ifappropriate. These tools include, but are not limited to,time-based reviews of data, histograms, Pareto charts,bar charts, statistical control charts, and trend charts.
(b) Trend charts compare the number of events overtime. They could be used to measure the significance ofperformance (effectiveness) in a single point of timecompared to the past, and to project future performance.Using a trend chart, the analyst could determine theimpact of actions taken and whether corrective actionsareeffective. In evaluating trendcharts, onemust considerwhat variablesmay affect the number of events identified.If the definition of the event is changed or an activity hasbeen added to increase the likelihood of identification andreporting, the trend results would be affected.
(c) A bar chart that displays trends by frequency orquantity, in descending order, would identify the mostfrequent defects. This chart-typewouldbeused to identifywhether the Pareto principle is evident in the data. APareto chart would be used to graphically summarizeand display the relative importance of the differencesbetween groups of data. In a Pareto chart, the analystwould graph the number of items (events, causescodes, facilities/operations/organizations) within achosen grouping. Pareto charts could be used to visuallydisplay themajor contributor to a grouping and help iden-tify areas for further analysis.
(d) The data should then be reviewed to determine thepresence of adverse or potential trends including

(1) repetitive issues, when taken collectively,
(-a) indicate a programmatic failure to properlyimplement the quality assurance program
(-b) may be precursors for a significant technicaldeficiency or problem
(-c) may reduce the margin of safety;
(-d) indicate programmatic and/or systemicissues or undesirable business risk

(2) recurrences of an event, failure, problem, oradverse condition that involves similar tasks, causes,and/or corrective actions that are significant in natureor are critical to the success of the activity as determinedbymanagement, includingprogrammatic or systemic con-ditions
(3) an unacceptable or undesirable pattern (e.g.,events, incidents, items, activities, processes, or causes)that is important to the degree that corrective action isdeemed appropriate by managementRoot cause analysis tools such as brainstorming, barrieranalysis, and other cause analysis tools may be helpful inevaluating the data. The analyst should ensure that prede-fined trend thresholds are used in determining adverse orpotential trends. Analysts or analysis teams shouldconsider the importance of sorting data and ensuring

it is reviewed at the appropriate level; not rolling upissues to such a high level that an adverse trend couldnot be found or so low that trends are apparent every-where.Trend program developers and analysts should alsoconsider the importance of human involvement andnot overly rely on cause and event codes. Human-involvedcognitive analysis should be an important aspect oftrending.
504 Trend Significance AnalysisAlthough analysts may identify adverse or potentialtrends as a result of their data reviews, determiningthe significance of the identified trends is important tohelp management, and those responsible for correctiveaction plans, to focus the appropriate resources on theidentified adverse or potential trend. Adverse trendsshould be reported to management responsible for thework process and documented in accordance with the or-ganization’s corrective action program. Managementshould provide oversight of the trending process toassure the process is properly implemented.
600 TREND REPORTING

601 Report ContentIdentification of theminimum information to include intrend reports is important for the long-term continuationof the trending process. Information on the data used, theprocess used to determine trends, and general notes(trend determination rationale) on the results of analysisis important and should be included in trend reports sothat future trend analysts have a base to understand pasttrend analysis. Minimum information should include thedata used in the trend analysis, identification of potentialtrends, identification of confirmed trends, and identifica-tion of conditions adverse to quality generated as a resultof trending. Identification of information that warrantsfurther investigation or continued monitoring shouldalso be considered.
602 Reporting FrequencyThe frequency of analysis and reporting should bebased on the size of the organization and the quantityof documented conditions adverse to quality or noncon-formances. Some organizations may need to performsome level of trending on a monthly or quarterly basis,while other organizations may use a semiannual orannual frequency to effectively identify potentialtrends. Completion of the trending process and issuanceof a trend report annually could be helpful as an input tothe management assessment of the adequacy and effec-tiveness of the quality assurance program, as required byPart I, Requirement 2.
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700 RECORDSIn addition to periodic trend reports, the programshould define the records to be maintained that wouldbe beneficial to personnel performing subsequenttrend analysis, such as identification of potentialtrends, adverse trends, and discussion of methods usedto evaluate trends; reference to corrective action docu-ments; or other actions taken.
800 REFERENCES AND RECOMMENDED READINGDOE G 120.1-5, Guidelines for Performance MeasurementDOE G 231.1-2, Occurrence Reporting Causal AnalysisGuidePublisher: U.S. Department of Energy (DOE), 1000 Inde-pendence Avenue, S.W., Washington, DC 20585(www.energy.gov)EFCOG Guidance Document, Contractor Guide for Perfor-mance Analysis, Rev 0, April 8, 2008

EFCOG Guidance Document, Development and Use ofLeading Indicators (February 1, 2011)Publisher: Energy Facility Contractor’s Group (EFCOG)(www.efcog.org)INPO 09-011 (September 2009), Achieving Excellence inPerformance ImprovementPublisher: Institute of Nuclear Power Operations (INPO),700 Galleria Parkway, SE, Atlanta, GA 30339(www.inpo.info)NEI08-02,Revision3CorrectiveActionProcesses forNewNuclear Power Plants During ConstructionPublisher: Nuclear Energy Institute (NEI), 1201 F Street,N.W., Suite 1100,Washington, DC20004 (www.nei.org)NSAC 119 (June 30, 1998), Guidelines for Analyzing andTrending Incidents in Nuclear Power PlantsPublisher: Electric Power Research Institute (EPRI), 3420Hillview Avenue, Palo Alto, CA (www.epri.com)

ASME NQA-1–2022 PART III, SUBPART 3.1-16.2

159

https://www.normsplash.com/ASME/175714841/ASME-NQA-1?src=spdf


SUBPART 3.1-17.1
Implementing Guidance for Part I, Requirement 17: Quality

Assurance Records

100 GENERALThis Subpart provides nonmandatory guidance onrecords as specified in Part I, Requirement 17 forrecords thataregeneratedandmaintained inanelectronicformat as addressed in Subpart 2.17. Managementcontrols shouldaddresshowrecordsare identified, gener-ated, authenticated, stored, maintained, and retained peran established records program. Organizations thatgenerate and maintain quality assurance records in anelectronic format should develop controls and associatedprocedures that address the unique capabilities and re-quirements of this technology. See Part III, Subpart3.1-17.2 for electronic record processing guidance.
101 Generation of RecordsDocuments produced in or transformed to electronicformat should be processed in accordance withPart II, Subparts 2.7 and 2.17. Documents that are desig-nated to become records should be legible, accurate, andcompleted appropriate to the work accomplished so thatthey can be read, understood, and traceable to the asso-ciated itemsoractivities.Documentsproduced inor trans-formed to electronic format should be processed inaccordance with a defined process with softwaremeeting quality assurance requirements commensuratewith the software use.Electronic records systems may be used to index andstore electronic records but is not limited to electronicmetadata. The records system content may contain animage in a sustainable format, e.g., Tagged ImageFormat (TIF), Portable Document Format (PDF), or anelectronic address of the location where the image isstored. Controls should be in place to ensure that therecord system is maintained.
102 Authentication of RecordsStatements of authenticity, handwritten signatures,electronic signatures, or any other means that ensurestraceability to a specific individual or organization ofauthentication and associated date are acceptablemethods of authentication, such that the authenticationprovides positive identification to the individual or organ-ization.

If initials or codes are used for identification, then asystem should be established to ensure traceability tothe authenticating individual or organization. Therecords program should provide methods for authenti-cating copies of original records when the originalrecord is contaminated or lost and a copy of the originalrecord is available.
103 IndexingA cataloging scheme should be developed that is anindex of information about each record that will aid inretrieval of the record and associated relevant retentioninformation. The indexing can takemany forms, includingdirectories or listings. Indices should identify summaryinformation for the records, such as the associateditem or activity, title or description, originating individualor organization, retention period (lifetime or nonperma-nent), location, and the media used for retention. Fornonpermanent records, the period of retention shouldbe defined.
104 Corrected Information in RecordsWhen records are corrected, corrections should includethe date and identification of the person authorized toissue such corrections.
105 StorageA written storage procedure should be prepared andresponsibility assigned for the implementing procedure.Storage procedures are suggested that include

(a) adescriptionof the storage facility and/or electron-ic records system
(b) the filing methodology to be used
(c) amethod for verifying that the records received arein agreement with the transmittal process and that therecords are legible
(d) a method of verifying that the records are thosedesignated
(e) the rules governing access to and control of the files
(f) a method for maintaining control of and account-ability for records removed from the storage facility orelectronic records system
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(g) a method for filing supplemental information anddisposingof records thathavemet retentionrequirements
106 Preservation and SafekeepingTo help ensure the preservation and safekeeping ofrecords, the following should be considered:

(a) placement of physical records for storage in steelfile cabinets or in suitable containers on shelving
(b) prevention of damage from environmental condi-tions
(c) manufacturer’s recommendations on storage
(d) measures to preclude the entry of unauthorizedpersonnel into the records system or storage area forprotection from larceny or vandalism may includeaccess lists, locked entry, attendant security, or a combi-nation of these measures
(e) measures for replacement restoration, or substitu-tion of lost or damaged records
(f) inspections of records to detect deterioration andensure sustainability

107 Facilities and ContainersCurrent industry practices identify the use of twomethods of providing storage facilities, single or dual.
(a) Single Facilities andContainers.NFPA-232providesa set of methods that may be used for the storage ofrecords in vaults, file rooms, or records protectioncontainers. Where file rooms are used, an exception toNFPA-232 should be applied to permit forced air circula-tion system to be used, provided it is dampered in accor-dance with the room rating.
(b) Dual Facilities. If storage at dual facilities for eitherphysical or electronic records is provided, the establish-ment of sufficiently remote storage facilities depends onthe type of hazard, such as earthquakes, fires, tornadoes,loss of power, etc., and the probability for occurrence ofthese hazards.

108 RetrievalA key function of a records system is to ensure thatrecords are retrievable through their life cycle.Records maintained at a Supplier’s facility or other loca-tion should be accessible to the Owner, Purchaser, or adesignated alternate.
109 Records Transfer to Owner or PurchaserRecords accumulated at various locations, prior totransfer, should be made accessible to the Owner orPurchaser directly or through the procuring organization.For records transferred to the Owner or Purchaser, it isrecommended that the Owner or Purchaser inventory thesubmittals, and acknowledge receipt.Prior to transfer of the Supplier’s records, the Suppliershould consider the following:

(a) ASME Boiler and Pressure Vessel Code require-ments are met
(b) regulatory requirements are satisfied
(c) operational requirements are satisfied
(d) warranty consideration is satisfied
(e) Owner’s or Purchaser’s requirements are satisfied

110 Record DestructionRecords may be destroyed once all retention require-ments are met and in accordance with the recordsprogram, which should contain a record retention sched-ule, procedural guidance for obtaining final dispositionapprovals, and final record disposition mechanismscommensurate with the actual records index andcomputer program used.The records program should have a means to suspendthedestructionof specified information in the caseof fore-seeable, pending, or actual litigation or government inves-tigation, commonly referred to as a legal or litigation hold.A process should be established to destroy records todocument required approvals, such as department owner,legal reviews, business needs, and the destruction.
200 LIST OF TYPICAL LIFETIME RECORDSThe following is a list of typical lifetime records cate-gories and example record types or titles containing infor-mationmeeting Part I, Requirement 17. Other records arealso listed in Part I sections. The nomenclature of thesemay vary.
201 Design and Safety Basis Records

(a) applicable codes and standards used in design
(b) computer programs or corresponding mathemati-cal model
(c) design drawings
(d) design calculations and record of checks
(e) approved design change requests
(f) design deviations
(g) design reports
(h) design verification data
(i) design criteria or design input data
(j) design specifications and amendments
(k) safety, hazards, and accident analysis reports
(l) stress reports for code items
(m) systems descriptions
(n) systems process and instrumentation diagrams
(o) technical analysis, evaluations, and reports
(p) software evaluation reports and acceptance testplans and reports
(q) computer program verification and validation data

202 Procurement Records

(a) procurement specifications
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(b) purchase order and contracts (unpriced) includingamendments
(c) evaluated supplier listing

203 Manufacturing Records

(a) applicable code data reports
(b) as-built drawings and records
(c) Certificate of Compliance
(d) inspection and test data
(e) heat treatment records
(f) location of weld filler material
(g) major defect repair records
(h) nonconformance reports
(i) performance test procedure and results records
(j) pipe and fitting location report
(k) pressure test results (hydrostatic or pneumatic)
(l) NDE final results or review/evaluation results
(m) welding procedures
(n) welder qualification reports
(o) certified material test report

204 Installation Construction Records

204.1 Civil

(a) check-off sheets for tendon installation
(b) concrete design mix reports, cylinder test reports,and charts
(c) concrete placement records
(d) inspection reports for channel pressure tests
(e) material property reports
(f) pile drive log and load test reports
(g) procedure for containment vessel pressure prooftest and leak rate tests and results
(h) reports for periodic tendon inspection and testing
(i) subsurface investigation results
(j) embed as-builts
204.2 Welding

(a) test results
(b) heat treatment records
(c) NDE procedures
(d) material property records
(e) NDE final results or review/evaluation results
(f) weld location diagrams
(g) weld procedures
(h) welding qualification
204.3 Mechanical

(a) cleaning procedures and results
(b) code data reports
(c) installed lifting and handling equipment proce-dures, inspection, and test data
(d) lubrication procedures
(e) material properties records
(f) pipe and fitting location reports
(g) pipe hanger and restraint data

(h) pressure test results (hydrostatic or pneumatic)
(i) safety valve response test procedures
(j) NDE final results or review/evaluation results
204.4 Electrical and I & C

(a) cable installation procedures and results; pullingtension data, separation data, splicing procedures, andterminating procedures
(b) certified cable test reports
(c) relay test procedures
(d) voltage breakdown test results on liquid insulation
204.5 General

(a) as-built drawings and records
(b) final inspection reports and releases
(c) nonconformance reports, causal analysis, andtrending
(d) specifications and drawings
(e) construction records

205 Preoperational and Start-Up Test Records

(a) power source procedures and results
(b) final system adjustment data
(c) pressure test results (hydrostatic or pneumatic)
(d) initial start-up heat procedures and results
(e) initial reactor/facility loadingdata, test procedures,and results
(f) instrument AC system and inverter test proceduresand reports
(g) on-site emergency power source energizing proce-dures and test reports
(h) facility load ramp change data
(i) facility load step change data
(j) power transmission substation test procedures andresults
(k) preoperational test procedures and results
(l) primary and secondary auxiliary power test proce-dures and results
(m) reactor/facility protection system tests and results
(n) start-up logs
(o) start-up test procedures and results
(p) station battery and DC power distribution testprocedures and reports
(q) water chemistry report

206 Operation Records

(a) records and drawing changes identifying facilitydesign modifications made to systems and equipmentdescribed in the Final Safety Analysis Report
(b) new and irradiated fuel/nuclear material inven-tory, fuel/nuclear material transfers, and assemblyfuel/nuclear material-depletion history records
(c) off-site environmental monitoring survey records
(d) spent fuel/nuclear material shipment records
(e) facility radiation and contamination survey results
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(f) radiation exposure records for individuals enteringradiation control areas
(g) records of gaseous and liquid radioactive materialreleased to the environs
(h) records of transient or operational cycles for thosefacility components designed for a limitednumber of tran-sients or cycles
(i) training and qualification records for currentmembers of the facility-operating staff
(j) in-service inspection records
(k) records of reviews performed for changes made toprocedures or equipment, or reviews of tests and experi-ments
(l) surveillance activities, inspections, and calibrationsrequired by the technical specifications records
(m) records of reactor/facility tests and experiments
(n) changes made to operating procedures
(o) low-level radioactive waste shipments records
(p) sealed source leak test results
(q) records of annual physical inventory of all sealedsource material
(r) logs of facility operation covering time interval ateach power level
(s) records and logs of maintenance activities, inspec-tions, repair, and replacement of principal items of struc-tures, systems, and components
(t) water chemistry reports
(u) operational, shift supervisor, and control room logs
(v) event reports

(w) fire protection records
(x) nonconformance/corrective action reports
(y) facility equipment operations instructions
(z) emergency plan and procedures
(aa) quality assurance and quality control manuals
(bb) applicable records noted in other sections of thisSubpart for any modifications or new construction appli-cable to structures, systems, or components
(cc) evaluation of results of reportable safety concernsas required by regulations
(dd) annual environmental operating report
(ee) annual facility operating plan
(ff) records to support licensing conditions such assafeguards and special nuclear material accountability
(gg) results for in-use testing

207 Decommissioning and Destruction

(a) radiological survey results prior and duringdestruction
(b) waste container inspection and test reports
(c) waste packing inspection results
(d) nondestructive assay results for processed waste
(e) nonconformance reports
(f) waste form documentation and compliance certifi-cation
(g) waste labeling and tracking
(h) waste management record
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SUBPART 3.1-17.2
Implementing Guidance for Part I, Requirement 17: Quality

Assurance Records, Electronic Records

100 GENERALThis Subpart provides nonmandatory guidance onrecords, as specified in Part I, Requirement 17 that aregenerated and maintained in an electronic format, asaddressed in Part II, Subpart 2.17.Organizations that generate andmaintainquality assur-ance records in an electronic format should developcontrols and associated procedures that address theunique capabilities and requirements of this technology.Electronic record controls should address how electronicrecords are identified, generated, authenticated, stored,and maintained per the required retention schedule.Part III, Subpart 3.1-17.1 also includes standard recordprocesses that apply to all records regardless of formator medium and should be used in conjunction withthis Subpart.1,2
101 DefinitionsThe following definitions are provided to ensure auniform understanding of unique terms as they areused in this Subpart.
electronic signature: an electronic sound, symbol, orprocess, attached to or logically associatedwith a contractor other records andexecutedor adoptedbyapersonwiththe intent to sign the record.
sustainable format: computer program file format thatmeets as many of the following criteria as possible:

(a) publicly and openly documented
(b) nonproprietary
(c) widespread use
(d) self-documenting
(e) can be opened, read, and accessed with readilyavailable tools
(f) longevity of use and support is favorableExamples of sustainable format are Tagged ImageFormat (TIF) or Portable Document Format (PDF).

200 AUTHENTICATION OF RECORDSProvisions for the authentication of electronic recordsshould provide for the use of automated systems for theidentification and signature recognition of the personnelperforming the record authentication.
201 Electronic SignaturesIf electronic codes or user account information (e.g.,username and password) is used for identification,controls should be established to ensure traceability tothe authenticating individual or organization. Considera-tion should be given to periodically requiring the estab-l ishment of new user passwords . Methods forauthenticating electronic records should meet applicableregulations and laws, such as the U.S. eSIGN law,3 withelectronic methods documented in applicable processes.Electronic signaturesbasedonbiometrics shouldhaveadocumented process to associate the initial biometriccapture to the individual.Electronic signatures that are not based on biometricsshould employ at least two distinct verification compo-nents, suchasuser identificationandpassword.Electronicsignatures based upon biometrics should be controlled toensure that they cannot be used by anyone other than thelegitimate owners.Digital signatures with public/private key technologyare acceptable. Appropriate digital signature certificateauthority use, unique user identification, informationtechnology infrastructure, and file security controls to in-validate signature on change of file content are required.The integrity of the records in the new system ormediashould be verified. It is recommended that a not easilyalterable format be used to ensure that the content,context, and structure are maintained consistently withthe original record copy. A sustainable format shouldbe used commensurate with the retention period ofthe record.When a record is converted to electronic media, theauthentication of that record does not need to be reper-formed.1 Adams Accession No. ML15099A561, Safety Evaluation of DukeEnergy Carolinas, LLC — Amendment 40 to the Quality AssuranceTopical Report.2Adams Accession No. ML16194A323, Palo Verde Nuclear GeneratingStation, Units 1, 2, and 3 — Request to Change the Quality AssuranceProgram Description. 3Electronic Signatures in Global and National Commerce Act, PublicLaw 106-229.
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300 GENERATION OF RECORDSElectronic records may be generated using severaldifferent methods. These methods may include directdigital conversion from a source format to a sustainablerecord format, electronic data compilation, electronicmail, and records resulting from the conversion fromone media type to another.Electronic data designated to be records should betraceable or related to the associated items or activities.This can be accomplished by developing a naming schemefor both the electronic data itself and the media (e.g., filefolders and CDs) that are used to store the electronic data.
301 Electronic Records SystemsThe electronic records system consists of an electronicdatabase and digital repository with the functionality tocreate andmaintain human-readable, formatted electron-ic records and metadata.Controls should be in place to ensure that the electronicrecords system establishes and maintains the electronicrecord content, context, and structure.

(a) The content is the digital file (image, text, graphics)in a sustainable format.
(b) The context is the metadata held within the file,such as the actual file properties, data fields, or taggedfields. The record file context may also be representedin the database table properties as data fields whenthe file lacks the rich metadata structure (e.g., imagescans) or the records system does not have robustcontent searching capabilities.
(c) The structure is the file functionality needed toproperly convey the content and context into a human-readable form and format.Electronic mail may be used as a quality record if thecontrols provided in this Subpart are utilized. Electronicmail should be traceable to the subject of the record, origi-nator, recipient(s), and date of origination. The informa-tion content andmetadata contained in the electronicmailare acceptable as a record, provided that the electronicmail system prevents unauthorized alterations orchanges. Corrections to e-mail should be processed inthe same manner as the original and should amend/supplement the original record.

302 Conversion of MediaConversion of a record from one media type to anothershould include verification to ensure that content, context,and structure are maintained. The conversion processincludes conversion from/to various media forms,including hardcopy, photographic, optical, magnetic, orother media forms. The conversion process mayinvolve scanning the original hardcopy record to createdigital content in a sustainable record format. The conver-sion may include methods for converting scanned text tosearchable formats (e.g., optical character recognition).

Verification should include reviews of the page, para-graph, and individual record configuration to ensure suchinformation adequately represents the original document.This also applies to the situation where an electronicrecord is the original. When the conversion involves anelectronic migration, a statistically valid sample setshould be selected for verification purposes. Any recog-nized sampling standard that provides requirements forinspection and acceptance sample size may be used as abasis for thedevelopment of a sample set verificationplan.To prevent data corruption or loss during the conversionprocess, the records program owner should approve anychanges to the database context or structure.
303 Indexing RecordsElectronic records should be indexed to provide for thetimely retrieval of the record. Organizations shoulddevelop and document external and/or internal indexingmethods using standard nomenclature for the indexsystem(s).External indexing includes the labeling of recordsstored on external off-line media. External labelingshould be developed and attached to the media used.For example, magnetic tapes should include the recordingdensity, number of tracks, block size, types of internallabels, and if the tape is part of a multi-reel set. Internalindexing of electronic records should enable the user toidentify and access a specific record by using a table ofcontents, directory, metadata (e.g., record identifier,key word, etc.), or other index strategy. In some cases,the index may be automatically created by the system,while in other cases, the originator may generate it.
400 RECEIPT CONTROL OF RECORDSPart I requirements for receipt controls remain appli-cable for electronic records; however, additional transferprocesses utilizing automated methods may also beutilized.The records submittal and receipt process may beentirely electronic using, but not limited to, the followingmethods:

(a) record-by-record processing using human interac-tion to place records into records system where someindexing functions are automated
(b) record-by-record processing using computerprogram transfer based on completion of source docu-ments in source system, e.g., specified data fieldcapture in an XML file that will pair index data withthe record content file that is ingested into the recordssystem
(c) workflow process output to records system, e.g.,document approval workflow using electronic ordigital signatures and e-mail capture and ingestion intothe records system using rule-based processes
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