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Foreword
The text of document 65C/591A/FDIS, future edition 2 of IEC 61784-3, prepared by SC 65C, Industrial

networks, of IEC TC 65, Industrial-process measurement, control and automation, was submitted to the
IEC-CENELEC parallel vote and was approved by CENELEC as EN 61784-3 on 2010-07-01.

This European Standard supersedes EN 61784-3:2008.

The main technical changes with respect to EN 61784-3:2008 are listed below:

clarifications and additional explanations for requirements, updated references;

— updates of definitions and requirements in relation with the new edition of EN 61508;
— addition of a new informative Annex D providing an assessment guideline;

— updates in parts for CPF 1, CPF 2, CPF 3, CPF 6 (details provided in the parts);

— addition of new parts for CPF 8, CPF 12, CPF 13, CPF 14;

— in CPF parts, addition of an annex to provide information about test laboratories for testing and
validating conformance of FSCP products.

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. CEN and CENELEC shall not be held responsible for identifying any or all such patent
rights.

The following dates were fixed:

— latest date by which the EN has to be implemented
at national level by publication of an identical
national standard or by endorsement (dop) 2011-04-01

— latest date by which the national standards conflicting
with the EN have to be withdrawn (dow) 2013-07-01

Annex ZA has been added by CENELEC.
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Endorsement notice

The text of the International Standard IEC 61784-3:2010 was approved by CENELEC as a European
Standard without any modification.

In the official version, for Bibliography, the following notes have to be added for the standards indicated:

IEC 60204-1

NOTE

IEC 61496 series NOTE

IEC 61508-4:2010 NOTE

IEC 61508-5:2010 NOTE

IEC 61508-6:2010 NOTE

IEC 61511 series NOTE
IEC 61800-5-2 NOTE
IEC 62061 NOTE
ISO 10218-1 NOTE
ISO 12100-1 NOTE
ISO 13849-1 NOTE
ISO 13849-2 NOTE
ISO 14121 NOTE

Harmonized as EN 60204-1.

Harmonized in EN 61496 series (partially modified).
Harmonized as EN 61508-4:2010 (not modified).
Harmonized as EN 61508-5:2010 (not modified).
Harmonized as EN 61508-6:2010 (not modified).
Harmonized in EN 61511 series (not modified).
Harmonized as EN 61800-5-2.

Harmonized as EN 62061.

Harmonized as EN ISO 10218-1.

Harmonized as EN ISO 12100-1.

Harmonized as EN ISO 13849-1.

Harmonized as EN ISO 13849-2.

Harmonized as EN ISO 14121.
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Annex ZA
(normative)

Normative references to international publications
with their corresponding European publications

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

NOTE When an international publication has been modified by common modifications, indicated by (mod), the relevant EN/HD
applies.

Publication Year Title EN/HD Year

IEC 61131-2 - Programmable controllers - EN 61131-2 -
Part 2: Equipment requirements and tests

IEC 61158 Series Industrial communication networks - EN 61158 Series
Fieldbus specifications

IEC 61326-3-1

Electrical equipment for measurement, EN 61326-3-1
control and laboratory use -

EMC requirements -

Part 3-1: Immunity requirements for safety-

related systems and for equipment intended to

perform safety-related functions (functional

safety) - General industrial applications

IEC 61326-3-2 - Electrical equipment for measurement, EN 61326-3-2
control and laboratory use -
EMC requirements -
Part 3-2: Immunity requirements for safety-
related systems and for equipment intended to
perform safety-related functions (functional
safety) - Industrial applications with specified
electromagnetic environment

IEC 61508 Series Functional safety of EN 61508 Series
electrical/electronic/programmable electronic
safety-related systems

IEC 61508-1 2010  Functional safety of EN 61508-1 2010
electrical/electronic/programmable electronic
safety-related systems -
Part 1: General requirements

IEC 61508-2 - Functional safety of EN 61508-2 -
electrical/electronic/programmable electronic
safety-related systems -
Part 2: Requirements for
electrical/electronic/programmable electronic
safety-related systems

IEC 61784-1 - Industrial communication networks - Profiles - EN 61784-1 -
Part 1: Fieldbus profiles
IEC 61784-2 - Industrial communication networks - Profiles - EN 61784-2 -

Part 2: Additional fieldbus profiles for real-time
networks based on ISO/IEC 8802-3
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Publication Year Title EN/HD Year

IEC 61784-3-1 - Industrial communication networks - Profiles - EN 61784-3-1
Part 3-1: Functional safety fieldbuses -
Additional specifications for CPF 1

IEC 61784-3-2 - Industrial communication networks - Profiles - EN 61784-3-2 -
Part 3-2: Functional safety fieldbuses -
Additional specifications for CPF 2

IEC 61784-3-3 - Industrial communication networks - Profiles - EN 61784-3-3 -
Part 3-3: Functional safety fieldbuses -
Additional specifications for CPF 3

IEC 61784-3-6 - Industrial communication networks - Profiles - EN 61784-3-6 -
Part 3-6: Functional safety fieldbuses -
Additional specifications for CPF 6

IEC 61784-3-8 - Industrial communication networks - Profiles - EN 61784-3-8 -
Part 3-8: Functional safety fieldbuses -
Additional specifications for CPF 8

IEC 61784-3-12 Industrial communication networks - Profiles - EN 61784-3-12
Part 3-12: Functional safety fieldbuses -

Additional specifications for CPF 12

IEC 61784-3-13 - Industrial communication networks - Profiles - EN 61784-3-13 -
Part 3-13: Functional safety fieldbuses -
Additional specifications for CPF 13

IEC 61784-3-14 - Industrial communication networks - Profiles - EN 61784-3-14
Part 3-14: Functional safety fieldbuses -
Additional specifications for CPF 14

IEC 61784-5 Series Industrial communication networks - Profiles - EN 61784-5 Series
Part 5: Installation of fieldbuses - Installation
profiles for CPF x

IEC 61918 Industrial communication networks - EN 61918 -
Installation of communication networks in

industrial premises

IEC 62280-1 2002 Railway applications - Communication, - -
signalling and processing systems -
Part 1: Safety-related communication in
closed transmission systems

IEC 62443 Series Industrial communication networks - Network - -
and system security

This is a preview. Click here to purchase the full publication.



https://www.normsplash.com/AENOR/915494118/UNE-EN-61784-3?src=spdf

AENOR AENOR AENOR AENOR AENOR AENOR AENOR AENOR AENOR AENOR AENOR AENOR AENOR AENOR AENOR AENOR AENOR AENOR AENOR

-2- 61784-3 © IEC:2010(E)

CONTENTS
FOREWORD ...ttt ettt et e e e et e e e e e e e et e e e e e e e e e e e e e e e e e e eerenes 6
O INErOAUCTION Lo e 8
O R €T = - | PP 8
0.2 Patent declaration ... s 10
ST o7 ] o 1Y PP 11
2 NOMMAtIVE FEIEIENCES ... e 11
Terms, definitions, symbols, abbreviated terms and conventions..................cc.coeiiennnne. 13
3.1 Terms and definitionNs ... 13
3.1.1  Common terms and definitions ... 13
3.1.2 CPF 1: Additional terms and definitions ..............ccocoiiii i, 18
3.1.3 CPF 2: Additional terms and definitions .............cccocoiiii i, 18
3.1.4 CPF 3: Additional terms and definitions ... 18
3.1.5 CPF 6: Additional terms and definitions ..............ccocoiii i, 18
3.1.6 CPF 8: Additional terms and definitions ... 18
3.1.7 CPF 12: Additional terms and definitions ...............ccooiiiiiii i, 18
3.1.8 CPF 13: Additional terms and definitions .............c.ccoiiiiiiii i, 18
3.1.9 CPF 14: Additional terms and definitions ... 18
3.2 Symbols and abbreviated terms...........oooiiiii i 19
3.2.1  Common symbols and abbreviated terms ..............coiiii 19
3.2.2 CPF 1: Additional symbols and abbreviated terms ................ccooeeiiiininnns 19
3.2.3 CPF 2: Additional symbols and abbreviated terms ....................lL 19
3.2.4 CPF 3: Additional symbols and abbreviated terms ...l 19
3.2.5 CPF 6: Additional symbols and abbreviated terms ................ccooeeiiiininn, 20
3.2.6 CPF 8: Additional symbols and abbreviated terms ...l 20
3.2.7 CPF 12: Additional symbols and abbreviated terms ..................cocoeeiiniini. 20
3.2.8 CPF 13: Additional symbols and abbreviated terms .....................l. 20
3.2.9 CPF 14: Additional symbols and abbreviated terms .................ccocoieiiiieni, 20
L0700 {0] o ¢ = o o - PPN 20
5 Basics of safety-related fieldbus SyStemMs ..o 21
5.1 Safety function decompoSItion ... ..o 21
5.2  Communication SYSTEM .....ivii i 21
B.2.1  GENEIAl e 21
5.2.2 [EC 61158 fieldbUSES ....oeuiiiiiie e 21
5.2.3 Communication channel types ..o 22
5.2.4 Safety function response time. ... 22
5.3  COMMUNICAtION EITOIS ..ouiiitiit et eanes 23
5.3 GENEIAl e 23
5.3.2  COITUP I ON ottt 23
5.3.3 Unintended repetition ... ... 23
5.3.4  INCOIECE SEQUENCE .. cuiiiii it e e aenen 23
L TR 5 T o 11 PPN 24
5.3.6 Unacceptable delay ... 24
B.3.7 IS I ION Lo e 24
5.3.8  MaSQUEIATE ....oeeieii e e 24
5.3, AdArESSINg et 24
5.4 Deterministic remedial MEaASUIES ...ttt 24

This is a preview. Click here to purchase the full publication.



https://www.normsplash.com/AENOR/915494118/UNE-EN-61784-3?src=spdf

AENOR AENOR AENOR AENOR AENOR AENOR AENOR AENOR AENOR AENOR AENOR AENOR AENOR AENOR AENOR AENOR AENOR AENOR AENOR

61784-3 © IEC:2010(E) -3-

54T GeNEIAl e

5.4.2  SEQUENCE NUMDET L. ettt e e e e

5.4.3  TiMe StamMD oo e

544 Time expectation ... .o

5.4.5 Connection authentication .............ccoiiiiiiiiii

5.4.6 Feedback MeSSage ......oooiiiiiiii

5.4.7 Data integrity @SSUranCe .......iiiiii i

5.4.8 Redundancy with cross checking .........c.ccoiiiiiii

5.4.9 Different data integrity assurance systems ............ccoviiiiiiiiiinin

5.5 Relationships between errors and safety measures ..............coocooiiiiiiiiiiiiicenn
5.6 Data integrity considerations .........c..coiiiiiiiiiii
5.6.1 Calculation of the residual errorrate...........ccooiviiiiiiii e,

5.6.2 Residual errorrate and SIL.... ...

5.7 Relationship between functional safety and security ............ccooiiiii .
5.8 Boundary conditions and constraints ..........cociiiiiiiii
5.8.1  Electrical safety ..o

5.8.2 Electromagnetic compatibility (EMC) ........ccoiiiiiii e

5.9 Installation gUIdeliNes.........ooiiiii
5.10 Safety Manual ... e
5.1 SaAf Y PO CY e e

6 Communication Profile Family 1 (FOUNDATION™ Fieldbus) — Profiles for functional

SA O Y L
6.1 Functional Safety Communication Profile 1/1........ccooii e,
6.2  TeChNICaAl OVEIVIEW ..ot
7 Communication Profile Family 2 (CIP™) — Profiles for functional safety..........................

7.1 Functional Safety Communication Profile 2/1...........ccooiiiiii

7.2  TeChNICAl OVEIVIEW .. et e
8 Communication Profile Family 3 (PROFIBUS™, PROFINET™) — Profiles for

fUNCHIONAl SafEty ..o

8.1 Functional Safety Communication Profile 3/1........ccooiiiii

8.2  TeChNICAl OVEIVIEW .. ettt
9 Communication Profile Family 6 (INTERBUS®) — Profiles for functional safety...............

9.1 Functional Safety Communication Profile 6/7.............cooiiiiiiii e
9.2  TeChNIiCaAl OVEIVIEW ..ottt
10 Communication Profile Family 8 (CC-Link™) — Profiles for functional safety...................
10.1 Functional Safety Communication Profile 8/1..........ccoiiiiii
10.2 TeChNICal OVEIVIEW ...ttt e e
11 Communication Profile Family 12 (EtherCAT™) — Profiles for functional safety ..............
11.1 Functional Safety Communication Profile 12/1.........cccciiiiiiii e
11.2 TeChNiCal OVEIVIEW . ... e

12 Communication Profile Family 13 (Ethernet POWERLINK™) — Profiles for
FUNCHIONAl SAfETY ..oeie s

12.1 Functional Safety Communication Profile 13/1.. ...
12.2 TeChNICAl OVEIVIEW . ... e
13 Communication Profile Family 14 (EPA®) — Profiles for functional safety........................
13.1 Functional Safety Communication Profile 14/1..........ccoiiiiiiii e,
13.2 TeChNiCal OVEIVIEW . ... e e
Annex A (informative) Example functional safety communication models .............................

This is a preview. Click here to purchase the full publication.



https://www.normsplash.com/AENOR/915494118/UNE-EN-61784-3?src=spdf

